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WORKFORCE MEMBER ACKNOWLEDGEMENT 
(Non-Online Training) 

Instructions: please review and complete the information below and sign. 

On the date listed below, I received training and education as well as informational materials on the 
following topics which included but was not limited to:  

 General compliance topics and issues; 
 A description of NYC Health + Hospitals’ Corporate Compliance & Ethics Program; 

Expectations of workforce members as they relate to compliance and ethics; 
 Fraud, waste, and abuse; 
 Internal policies and procedures which are designed to detect, prevent and address illegal and 

unethical conduct; 
 Information privacy, security and confidentiality laws and associated requirements and policies, 

which included without limitation, HIPAA and confidentiality requirements under NYS law; and 
 NYC Health + Hospitals’ Principles of Professional Conduct (POPC) and hereby agree to abide 

by its requirements and expectations outlined therein. 

I understand that I can obtain additional information by visiting compliance.nychhc.org or by 
contacting my Compliance Officer. 

PRINTED NAME: 

DATE: 

TITLE: 

FACILITY/ENTITY: 

SIGNATURE: 

Internal use only: This document shall be retained as a permanent part of the workforce member’s training and education files. (Rev. 6.18) 
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Student/Volunteer/Rotating Resident 
New Workforce Member General Compliance/HIPAA Training & Education Post-Test 

1. 

2. 

3. 

4. 

5. 

6. 

7. 

The primary responsibility of the NYC Health + Hospitals’ Corporate Compliance & 
Ethics Program is to: 

A. Provide guidance on risk management issues, promote the dissemination of best 
practices and to improve the quality of care delivered and patient safety. 

B. Promote the prevention, detection and resolution of conduct that does not conform to 
Federal and State laws and NYC Health + Hospitals ethical and business policies. 

C. Enhance existing computer software and procure new software to improve the quality 
and safety of patient care at NYC Health + Hospitals. 

D. Inform the public about the excellence and breadth of health care services at NYC 
Health + Hospitals hospitals and clinics. 

All workforce members have an obligation to act in an ethical and legal manner which 
includes: 

A. Acting fairly and honestly. 
B. Complying with all applicable laws including CMS conditions of participation and 

private payor requirements. 
C. Following applicable industry practice as well as reporting compliance violations. 
D. All of the above. 

Who is NYC Health + Hospitals Chief Corporate Compliance Officer? 
A. Dr. Mitchell Katz 
B. Gordon J. Campbell 
C. Catherine Patsos 
D. Yvette Villanueva 

The Emergency Medical Treatment and Active Labor Act, or EMTALA as referenced in this 
course, requires Medicare participating hospitals with dedicated emergency departments to: 

A. Provide emergency care to any person who comes to a Medicare participating 
hospital’s dedicated emergency department, regardless of their ability to pay. 

B. Protect the privacy of patients, hospital staff and vendors. 
C. Prevent referral fees. 
D. Support non-retaliation. 

Which activities and infractions may result in an individual or entity being excluded from 
participation in a Federal health care program? 

A. Being convicted of health care fraud. 
B. Being convicted of a misdemeanor. 
C. Defaulting on a health education student loan. 
D. All of the above. 

Those who engage in fraud, abuse or other misconduct related to a Federal health care 
program may be placed on an exclusion list. Which of the following are examples of 
individuals and entities who can be placed on these lists? 

A. Employees 
B. Medical staff members 
C. Vendors 
D. All of the above 

The Anti-kickback Statute allows an individual to accept something of value in 
exchange for a referral of Federal health care program business. 

True 
False 

Pamela Drake
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Student/Volunteer/Rotating Resident 
New Workforce Member General Compliance/HIPAA Training & Education Post-Test 

8. Under the Federal False Claims Act, or FCA as referenced in this course, an individual may 
be liable and face substantial penalties for knowingly submitting or causing another to submit 
a false claim to the government. 

True 
False 

9. Rules governing conflicts of interest such as those surrounding accepting gifts; misuse of 
position, time and resources; conducting outside businesses and employment; political 
activities; gifts; and patient referrals can be found in which of the following: 

A. NYC Conflicts of Interest Law 
B. NYC Health + Hospitals Code of Ethics 
C. NYC Health + Hospitals POPC 
D. All of the above 

10. The Principles of Professional Conduct, or POPC as referenced in this course, is 
a guide that directs all workforce members and business partners to conduct official business 
in a manner that is both ethical and lawful. 

True 
False 

11. Which of the following are covered entities under HIPAA? 
A. Ambulatory facilities 
B. Hospitals 
C. Nursing homes 
D. Home health agencies 
E. All of the above 

12. Which of the following are ways in which NYC Health + Hospitals and its workforce members 
can protect patient confidentiality? 

A. Allow access to patient information only to those with a need to see such information. 
B. Require workforce members who utilize electronic medical records to log out of such 

systems before they leave their workstations. 
C. Hold discussions about patient care public/commonly traveled areas. 
D. A & B only. 

13. Protected Health Information, or PHI as referenced in this course, includes past, present or 
future patient related information maintained or transmitted by a covered entity and which is 
in oral, electronic or written format. 

True 
False 

14. You are a workforce member with authorization to view patient information in the electronic 
medical record. You may use this access in the following manner(s): 

A. View your own medical record information at your leisure. 
B. View a family member’s, friend’s or colleague’s medical record information when 

asked. 
C. View the minimal necessary information to perform the work assigned in your role. 
D. View another patient’s medical record whos condition is of interest. 

Upload this page in Castlebranch 
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Student/Volunteer/Rotating Resident 
New Workforce Member General Compliance/HIPAA Training & Education Post-Test 

15. Which of following issues or actions would be violations under Federal or State privacy or 
confidentiality laws? 

A. Disclosing confidential patient information without authorization or as allowed under 
law. 

B. Allowing one to participate in the treatment being provided without proper credentials 
or authorization. 

C. Failing to maintain the security of confidential information by installing unauthorized 
applications on electronic devices. 

D. All of the above. 

16. The goal(s) of an Accountable Care Organization, or ACO as referenced to in this course, is 
to: 

A. Ensure that patients are receiving only necessary care and that the Federal 
government is not paying for care that is not necessary. 

B. Gain increased patient confidence in their care provider and limit the amount of time 
the patients need to be seen by their provider. 

C. Improve patient outcomes and reduce the overall cost of care. 
D. Minimize reportable patient errors and increase patient safety in today's health care 

industry. 

17. What does the abbreviation “DSRIP”, as referenced to in this course, stand for? 
A. Delivery System Reform Incentive Payment 
B. Delivery Service Retrospective Increase Payment 
C. Determined Service Reform Initiative Payment 
D. Delivery Services Reform Increase Plan 

18. I can lose my job or position if I report a suspected compliance concern in good faith. 
True 
False 

19. As a NYC Health + Hospitals workforce member, if you discover something that you believe 
violates either the law or NYC Health + Hospitals policies, the most appropriate response 
would be to: 

A. Discuss the matter with co-workers to arrive at a consensus. 
B. Call the NYC Health + Hospitals President's Office. 
C. Contact the Office of Corporate Compliance. 
D. Perform a Google search. 

20. Workforce members may report a compliance issue or pose a question by: 
A. Calling NYC Health + Hospitals Compliance Helpline at 1-866-HELP-HHC. 
B. Sending an e-mail to COMPLIANCE@nychhc.org. 
C. Emailing, calling or visiting their local compliance officer. 
D. All of the above. 

PRINTED NAME: 

DATE: 

TITLE: 

FACILITY/ENTITY: 

SIGNATURE:
 Internal use only: This document shall be retained as a permanent part of the workforce member’s training and education files. (Rev. 6.18) 
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NYC HEALTH + HOSPITALS 

CORPORATE COMPLIANCE AND ETHICS PROGRAM 

SUMMARY OF WORKFORCE MEMBER, BUSINESS PARTNER, AND AGENT RESPONSIBILITIES 

It is mandatory that all Workforce Members, Business Partners, and Agents (collectively “Covered Persons”), at 
each NYC Health + Hospitals (the “System”) facility, unit, and entity, comply with the requirements set forth in 
System Operating Procedure (“OP”) 50-1 - Corporate Compliance and Ethics Program (the “Program”). To satisfy 
these requirements, it is mandatory that all Covered Persons abide by the following compliance mandates: 

 Adhere to compliance standards;  Report compliance issues and concerns; 
 Adhere to standards of conduct;  Commit to ethical conduct; and 
 Protect whistleblowers by prohibiting  Protect the privacy and security of confidential 

retaliation; information. 
 Refrain from engaging in prohibited 

activities; 

Covered Persons who fail to comply with these mandates, which are described in greater detail below, shall be 
subject to disciplinary action up to and including termination of employment, contract or other relationship with the 
System. 

1. Adherence to Compliance Standards.1 The System has established an organizational culture that 
fosters the prevention, detection, and resolution of any form of conduct that fails to comply with applicable law or the 
System’s own ethical and business policies.  All Covered Persons must refrain from engaging in acts that constitute 
fraud, waste or abuse, or any other conduct that is, or reasonably likely to be, contrary to this organizational culture. 

2. Commitment to Ethical Conduct. All Covered Persons are expected to carry out their System 
functions and duties in an ethical manner. In a nutshell, ethics is doing the right thing. Examples of ethical conduct 
include: acting fairly and honestly; complying with standards of conduct and applicable legal requirements; following 
industry practices that are lawful, fair, and non-deceptive; reporting compliance violations; and enforcing disciplinary 
policies.  

3. Protecting the Privacy and Security of Confidential Information. All Covered Persons are 
responsible for protecting the confidentiality, privacy, and security of confidential System information. Covered 
Persons shall not access, disclose, transmit, or otherwise use confidential System information in a manner that is 
inconsistent with applicable law or the System’s internal information governance policies or contractual 
requirements (e.g., business associate, qualified service organization agreements, and other contractual provisions 
that govern the use of confidential information). Confidential information includes: (i) patient protected health 
information; (ii) the personally identifiable information and/or private information of Covered Persons; and (iii) 
System business information that is protected under a legal privilege or applicable law, or is otherwise not subject to 
public disclosure.   

4. Adherence to Standards of Conduct. All Covered Persons must adhere to the various Standards of 
Conduct promulgated by the System or enacted by law that apply to their function, role, and/or association with the 
System.2   Some of the key Standards of Conduct are provided below: 

 Principles of Professional Conduct (“POPC”) - All Covered Persons are required to adhere to the 
System’s POPC – a guide that sets forth the System’s compliance expectations and commitment to obey all applic-
able Federal and State laws. The POPC also describes the System’s standards of professional conduct and efforts 
to prevent fraud, waste, and abuse. 

1 As used in this summary, the term “applicable law” includes all applicable Federal, New York State, and local laws. 
2 The POPC, Chapter 68, and the Code of Ethics, as well as additional System standards of conduct (e.g., standards of conduct concerning 
pharmaceutical company gifts and sponsored educational programs (OP 20-55), nepotism (OP 20-54), and social media (OP 20-61)) may be 
accessed on the System’s public website at: http://www.nychealthandhospitals.org/policies-procedures/. 
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 Chapter 68 of the NYC Charter (“Chapter 68”) - All System employees and Members of the 
System’s Board of Directors (including the Board’s designee agents and all Directors of the System’s wholly owned 
subsidiaries) must adhere to Chapter 68 of the New York City Charter, which governs the interaction between the 
private interests of employees and Board members and their official System duties. 

 Code of Ethics - The System’s Code of Ethics is binding on all System affiliate (e.g., SUNY 
Downstate, PAGNY, Mount Sinai, and NYU) personnel who perform System functions, duties, and services under 
an affiliation agreement with the System.  Members of the System’s various Community Advisory Boards and 
Auxiliaries and other System personnel not covered by Chapter 68 must also adhere to the Code of Ethics. The 
Code of Ethics governs the relationship between the private interests and official System duties of these individuals. 

5. Mandatory Reporting. All Covered Persons have an affirmative obligation to report to the Office of 
Corporate Compliance (“OCC”) the commission of (or attempt or plan to commit) any activity prohibited under OP 
50-1 of which they become aware. Reports shall be made to: 

NYC Health + Hospitals 
Office of Corporate Compliance 

160 Water Street, Suite 1129, New York, NY 10038 
Telephone: (646) 458-7799; Facsimile: (646) 458-5624 

E-mail: COMPLIANCE@nychhc.org 
Confidential Compliance Helpline: 1-866-HELP-HHC (1-866-435-7442) 

OneCity Health DSRIP Compliance Helpline: 1-844-805-0105 (For DSRIP-related compliance issues) 
MetroPlus Health Plan Compliance Hotline: 1-888-245-7247 (For MetroPlus compliance issues) 

6. Prohibition of Retaliation / Whistleblower Protection. The System is committed to protecting 
whistleblowers.  As such, the System strictly prohibits intimidation or retaliation, in any form, against any Covered 
Person who in good faith participates in the Program through any of the following protected conduct: (i) 
reporting and investigating potential compliance issues; (ii) performing self-evaluations, internal investigations, 
and audits; (iii) filing compliance complaints; (iv) making compliance inquiries; (v) cooperating with or 
implementing remedial actions in response to compliance deficiencies; (vi) providing information to appropriate 
officials as provided under NYS Labor Law §§ 740 and 741; or (vii) objecting to any activity that constitutes 
healthcare fraud, improper quality of care, or a violation of System policy or applicable law.  

“Retaliation” refers to the discharge, suspension, demotion, penalization, discrimination or other adverse 
employment, contractual, business-related or patient care-related action imposed against any individual or 
entity as a consequence of their engagement in protected conduct or other participation in the Program. 

7. Prohibited Activities. Covered Persons are prohibited from engaging in any of the following 
activities: 

 Participating in the Program in a non-  Failing to report a matter to government 
compliant manner by failing to abide by officials or regulatory oversight agencies 
any of the compliance mandates listed in when required by applicable law or 
sections one through six above; internal System policy; 

 Participating in the Program in a non-  Encouraging, directing, facilitating or 
compliant manner by violating OP 50-1 permitting either actively or passively 
or related compliance policies; non-compliant behavior; or 

 Failing to cooperate with internal or  Failing to comply with Federal healthcare 
external audits or investigations; program and private payor requirements. 

Note: This document is a summary guide and does not replace the specific language of OP 50-1. Please contact 
the OCC (see section 5 above) if you have any questions regarding this document, OP 50-1, or any compliance 
issue or concern. The full text of OP-50-1, the System’s standards of conduct, and related compliance policies may 
be accessed on the System’s public website at: http://www.nychealthandhospitals.org/policies-procedures/ . 
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NYC HEALTH + HOSPITALS 

PRINCIPLES OF PROFESSIONAL CONDUCT 

I. POPC OVERVIEW. 

The Principles of Professional Conduct (“POPC”) is a guide that sets forth NYC Health + 
Hospitals’ compliance expectations and commitment to comply with all applicable 
Federal and State laws. It describes NYC Health + Hospitals’ standards of professional 
conduct and efforts to prevent fraud, waste, and abuse. All NYC Health + Hospitals 
workforce members and business partners, as described in Section II below, are 
expected to carry out their duties and functions in a manner that is lawful and ethical. 
Workforce member responsibilities under the POPC are listed in Section IV below, and 
business partner responsibilities under the POPC are listed in Section V below. 

II. WHO DOES THE POPC APPLY TO? 

The POPC applies to and governs the conduct of: (i) NYC Health + Hospitals workforce 
members (whether permanent or temporary), including all NYC Health + Hospitals 
employees, members of the Board of Directors, personnel, affiliates, medical staff 
members, volunteers, students, and trainees, throughout all NYC Health + Hospitals 
facilities, units, and entities; and (ii) NYC Health + Hospitals business partners who are 
required by law or contract to comply with this POPC, including the POPC’s core 
objectives specified in Section III below. Business partners include OneCity 
Health/Delivery System Reform Incentive Payment (“DSRIP”) Program partners as well 
as contractors, subcontractors, agents and other persons or entities that, on behalf of 
NYC Health + Hospitals, provide billing or coding functions, furnish health care services 
or items, or monitor the health care provided by NYC Health + Hospitals. 

III. POPC CORE OBJECTIVES. 

The core objectives of the POPC are to ensure that NYC Health + Hospitals workforce 
members and, as applicable, its business partners: 

 Fulfill NYC Health + Hospitals’ mission; 
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- Provide and deliver high quality, dignified and comprehensive care 
and treatment for the ill and infirm, both physical and mental, 
particularly to those who can least afford such services; 

- Extend equally to all we serve comprehensive health services of 
the highest quality, in an atmosphere of humane care and respect; 

- Promote and protect, as both an innovator and advocate, the 
health, welfare and safety of the people of the State of New York 
and of the City of New York; and 

- Join with other health workers and with communities in a 
partnership which will enable each of our institutions to promote 
and protect health in its fullest sense - - the total physical, mental 
and social well-being of the people of the State of New York and of 
the City of New York; 

 Uphold NYC Health + Hospitals’ values by continuously reinforcing the six 
essential features of our daily work outlined in NYC Health + Hospitals 
Guiding Principles; 

- Keep patients first; 
- Keep everyone safe; 
- Work together; 
- Pursue excellence; 
- Manage your resources; and 
- Keep learning; 

 Prevent, identify, and correct unlawful and unethical behavior and fraud, 
waste, and abuse; 

- Identify, assess, and monitor potential risk areas; 
- Adhere to all applicable provisions of Federal and State law, 

NYC Health + Hospitals’ Corporate Compliance and Ethics Program, 
and NYC Health + Hospitals’ policies, including provisions that 
require the reporting of violations to appropriate parties; 

- Prevent the submission of inappropriate claims and billings and the 
receipt of improper payments by implementing training initiatives, 
establishing internal controls, and carrying out auditing and 
monitoring activities; and 
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- Minimize financial loss and reduce the likelihood of an overpayment 
by a federal health program, governmental entity or other third party 
payor; 

 Deliver high quality, medically necessary care and services to all 
individuals in need regardless of their ability to pay; 

- Ensure that only health practitioners and other health professionals 
who are duly licensed, certified, credentialed or otherwise qualified 
in accordance with Federal and State law, medical staff bylaws and 
associated rules, and internal policies, are authorized to deliver 
care to patients; 

- Respect and protect patients’ rights; 
- Deliver care and services in a culturally sensitive manner; and 
- Strive for the highest level of patient satisfaction; 

 Maintain a respectful, healthy, productive, and safe work environment with 
the goals of preventing discriminatory and other inappropriate forms of 
conduct, reducing the likelihood of illnesses and injuries, and helping 
workforce members realize their full potential; 

- Provide equal employment opportunities to all workforce members 
and employment candidates regardless of any protected 
characteristic including, without limitation, race, age, gender, 
gender identity, sexual orientation, religion, ethnicity, disability or 
any other any other protected class covered by Federal, State, 
and/or local anti-discrimination laws; 

- Promptly respond to and address all acts or threats of violence, 
intimidation, discrimination, harassment or disruptive behavior; 

- Encourage workforce members to realize their full potential; 
- Provide reasonable accommodations to workforce members with 

disabilities; and 
- Perform initial and periodic health screenings of workforce 

members as required by applicable law and internal policies; 

 Facilitate and promote standards of conduct that detect, reduce, and/or 
effectively manage conflicts of interest; 
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 Respect the environment in which we work and our facilities operate; 

- Handle, use, and dispose of all toxic, hazardous, radioactive, and 
pharmacological agents, materials, instruments, and supplies in a 
safe manner consistent with applicable law and internal policies; 

 Establish mandatory compliance and other training and education 
initiatives; 

 Engage in only fair business practices; 

 Maintain an information governance program wherein patient, billing, 
employment, and other business records are authenticated and 
maintained in accordance with NYC Health + Hospitals’ record 
management, privacy, and data security policies; 

- Ensure that all business records are kept securely, recorded 
accurately, authentic when produced, and available when needed; 

- Protect patient and workforce member privacy and confidentiality; 
and 

- Provide notice to patients and other affected parties as required by 
applicable law and internal policies in the case of a breach of 
confidential information; 

 Participate in the NYC Health + Hospitals Corporate Compliance and 
Ethics Program and promptly report compliance concerns; 

 As a condition of employment or contract (or other agreement), comply 
with the POPC and, where appropriate, other NYC Health + Hospitals 
policies that relate to the types of services, duties, functions, and products 
that the workforce member and/or business partner provides; 

 Prohibit and promptly report to appropriate parties allegations of 
retaliation, harassment or intimidation in response to workforce member, 
business partner or other stakeholder participation in the Corporate 
Compliance and Ethics Program; 
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 Establish and enforce fair and consistent disciplinary policies and 
procedures for workforce member and, to the extent applicable, business 
partner violations of law or NYC Health + Hospitals policies; 

 Provide NYC Health + Hospitals/MetroPlus Health Plan members with 
access to the highest quality, cost-effective health care including a 
comprehensive program of care management, health education, and 
customer service; 

- Strive for performance excellence by holding the Plan and its 
providers to the highest standards to ensure that members receive 
quality care; 

- Engage in team work, including all human resources and providers, 
to deliver the highest quality care and services to members 

- Achieve superior provider, member, and employee satisfaction; 
- Be fiscally responsible and ensure that revenues received are used 

effectively; 
- Foster a culture of respectfulness in the way everyone who is 

encountered is treated; 
- Protect member rights; and 
- Be accountable to each other, members, and providers; and 

 Adhere to all NYC Health + Hospitals/MetroPlus Health Plan’s contractual 
commitments with Federal and State regulatory agencies; 

IV. WHAT ARE THE RESPONSIBILITIES OF WORKFORCE MEMBERS UNDER 
THE POPC? 

All workforce members are required to carry out their functions and duties - whether 
delivering clinical care, assisting in coding, billing or claims reimbursement activities, 
providing administrative oversight of NYC Health + Hospitals’ operations, or acting as 
support personnel - in a professional and ethical manner.  This means, each workforce 
member is responsible for the following: 
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 Not engaging in any acts, conduct or practice that would be contrary to 
any of the core objectives listed in Section III above or interfere with NYC 
Health + Hospitals achieving any of these core objectives; 

 Following the POPC and other applicable NYC Health + Hospitals policies 
and procedures, and applicable law; 

 Not engaging in unprofessional conduct, examples of which are provided 
in Section VI below; 

 Completing assigned training and education programs; 

 Fully cooperating with any internal or government investigation; and 

 Reporting, as outlined in Section VIII below, any event, occurrence, 
activity or other incident that appears to violate applicable law or NYC 
Health + Hospitals policies and procedures. 

Workforce members must understand and comply with the applicable rules and policies 
that relate to their particular duties, functions or role. If a workforce member does not 
know what rules or policies apply to his/her position, that workforce member should talk 
to his/her supervisor, manager, administrative head or chief of service. 

V. WHAT ARE THE RESPONSIBILITIES OF NYC HEALTH + HOSPITALS 
BUSINESS PARTNERS UNDER THE POPC? 

It is the expectation of NYC Health + Hospitals that each entity with which it partners to 
accomplish its mission: (i) adopts the POPC or their own code of conduct that includes 
the POPC’s core objectives or substantially similar compliance goals; (ii) not violate the 
POPC or their own similar code; (iii) not engage in unprofessional conduct as described 
in Section VI below; (iv) timely reports to NYC Health + Hospitals any violation of the 
POPC of which it becomes aware; and (v) fully cooperates, to the extent applicable, 
with any investigation by NYC Health + Hospitals or, if required, any governmental 
agency. 
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VI. WHAT ARE SOME EXAMPLES OF UNPROFESSIONAL CONDUCT? 

The following are some examples of unprofessional conduct and are prohibited by NYC 
Health + Hospitals:  

 Submitting false and/or fraudulent claims; 

 Improper billing practices, including, but not limited to: 

- Billing for items or services not rendered or those that are not 
medically necessary; 

- Upcoding - using a billing or DRG code that provides for a higher 
payment rate than the correct code; 

- Submitting multiple claims for a single service or submitting a claim 
to more than one primary payor at the same time; 

- Unbundling - submitting claims in a piecemeal or fragmented way 
to improperly increase payment; 

 Failing to promptly report and refund, as required by law, any 
overpayment; 

 Interfering with or otherwise impeding an internal or government 
investigation; 

 Submitting false cost reports; 

 Failure to deliver medical care to any individual based on their inability to 
pay; 

 Failure to comply with laws governing workplace safety; 

 Engaging in conduct that is discriminatory in nature, amounts to sexual or 
other harassment, or constitutes intimidation, as well any act or threat of 
violence; 

 Engaging in conduct that is hazardous to the environment; 
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 Engaging in conflicts of interest; 

- Accepting gifts or services from a patient, vendor or potential 
vendor; 

- Unlawfully donating hospital funds, services and products, or other 
resources to any political cause, party or candidate; 

- Failing to comply with the Chapter 68 of the New York City Charter 
or the NYC Health + Hospitals Code of Ethics to the extent such 
conflicts of interest policies apply; 

 Failure to complete mandated training; 

 Failure to maintain accurate, clear, and comprehensive medical records; 

 Improperly using, disclosing, accessing, transmitting, and/or storing 
patient, workforce member or business information; 

 Entering into an agreement with a business partner or affiliate the terms of 
which: (i) do not call for compliance with the POPC; or (ii) provide for 
activities and services that constitute unprofessional conduct; 

 Engaging in business practices and acts that are unfair, deceptive or anti-
competitive; 

 Conducting unlawful marketing practices to enroll members into NYC 
Health + Hospitals/MetroPlus Health Plan including, but not limited to, 
engaging in unlawful beneficiary inducements; 

 Failure to promptly report a potential compliance concern or incident; 

 Submitting false statements, certifications, qualifications and/or 
documentation required in any business dealings or one's role; 

 Any violation of Federal and State human subject research laws and/or 
the NYC Health + Hospitals Human Subject Research Protections 
Program Policies and Procedures; 
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 Any violation of applicable NYC Health + Hospitals’ policies and 
procedures; 

 Other types of unprofessional conduct, including, but not limited to: 

- Misuse or misallocation of World Trade Center Health Program, 
DSRIP Program, research or grant funds; 

- Engaging in improper or illegal business arrangements; 
- Giving or receiving anything of value to induce referrals for items or 

services, or for the ordering of items or services; 
- Hiring or contracting with persons or entities excluded from 

participation in Federal health care programs; and 
- Engaging in any activity or conduct that may result in the imposition 

of civil monetary penalties. 

VII. WHAT HAPPENS IF YOU ENGAGE IN UNPROFESSIONAL CONDUCT OR 
OTHERWISE VIOLATE THE POPC? 

Workforce members or business partners who engage in unprofessional conduct or act 
contrary to applicable law or NYC Health + Hospitals’ policies and procedures, many of 
which are summarized in the POPC core objectives or other elements of the POPC, 
shall be subject to disciplinary action up to and including termination of employment, 
contract, and/or other affiliation with NYC Health + Hospitals, as applicable. 

- NO FURTHER TEXT ON THIS PAGE -
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VIII. HOW TO REPORT ISSUES OR VIOLATIONS. 

Workforce members and business partners, as applicable, are responsible for promptly 
reporting to the Office of Corporate Compliance any suspected unlawful or unethical 
behavior or incidents and/or violations of the POPC. Reports may be made, by phone, 
fax or e-mail in the following manner: 

NYC Health + Hospitals 
Office of Corporate Compliance 

160 Water Street, Suite 1129 
New York, NY 10038 

Telephone: (646) 458-7799 
Facsimile: (646) 458-5624 

E-mail: COMPLIANCE@nychhc.org 
Confidential Compliance Helpline: 1-866-HELP-HHC (1-866-435-7442) 

Reports may be made anonymously by using the CONFIDENTIAL COMPLIANCE 
HELPLINE provided directly above. Each report received by will be treated 
confidentially, fully assessed, and investigated as warranted. 

IX. PROHIBITION OF RETALIATION/WHISTLEBLOWER PROTECTION. 

NYC Health + Hospitals is committed to protecting whistleblowers. Accordingly, NYC 
Health + Hospitals strictly prohibits intimidation, harassment, or retaliation, in any form 
against any individual who in good faith participates in the Corporate Compliance and 
Ethics Program by reporting or participating in the investigation of suspected violations 
of law, regulation, policies and/or suspicions of fraud, waste, or abuse. Examples of 
retaliation include unjustified discharge/termination, demotion, or suspension of 
employment; threatening or harassing behavior; and/or negative or onerous change in 
any term or condition of employment. 

Any attempt by an individual or entity to intimidate, harass, or retaliate against a reporter 
or potential reporter will result in action up to and including termination of employment, 
contract, and/or other affiliation with NYC Health + Hospitals. 
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X. STAY INFORMED! 

Workforce members and business partners are strongly encouraged to familiarize 
themselves with NYC Health + Hospitals’ mission, values, Guiding Principles, and to 
stay informed of the many NYC Health + Hospitals policies related to the POPC’s core 
objectives by visiting its intranet page at: http://compliance.nychhc.org/, or NYC Health 
+ Hospitals’ public website at: 
http://www.nychealthandhospitals.org/hhc/html/about/About-PublicInfo-
Compliance.shtml. Questions regarding these policies or any of the following important 
topics, may be addressed by contacting the Office of Corporate Compliance as 
described in Section VIII above: 

 NYC Health + Hospitals Corporate Compliance and Ethics Program; 

 Stark Law, Anti-Kickback Statute, State and Federal False Claims Acts, 
Civil Monetary Penalties Law, Exclusion Authorities, Criminal Health Care 
Fraud Statute, and New York Labor Law §§ 740 and 741; 

 Billing, coding, payments, accounting, and record keeping; 

 Conflicts of interest; 

 Customer and vendor relations; 

 Discrimination, sexual harassment, and retaliation; 

 Patient rights; 

 HIPAA and patient confidentiality; 

 Workplace safety and environment of care issues; 

 Improper business arrangements (e.g., leases) or referrals; and 

 Information governance. 
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NYC HEALTH + HOSPITALS 
CORPORATE COMPLIANCE AND ETHICS PROGRAM 

SUMMARY OF WORKFORCE MEMBER, BUSINESS PARTNER, AND AGENT 
PRIVACY AND CONFIDENTIALITY RESPONSIBILITIES* 

Federal and State law require all workforce members, business partners, and agents to maintain the confidentiality 
and security of Protected Health Information (“PHI”).  Workforce members, business partners, and agents must 
ensure that any access, use and/or disclosure of PHI is done in compliance with applicable Federal and State 
confidentiality laws.  Information about the responsibilities of workforce members, business partners, and agents, as well 
as basic elements of privacy and security requirements, are summarized in sections 1 - 8 below.  Workforce members, 
business partners, and agents who fail to comply with System policies and procedures or Federal and State law concerning 
privacy and confidentiality shall be subject to disciplinary action up to and including termination of employment, contract or 
other affiliation with NYC Health + Hospitals (also referred to as the “System”). 

1. What is HIPAA?  HIPAA stands for the Health Insurance Portability and Accountability Act of 1996.  HIPAA, among 
other things, establishes a foundation for Federal protection of PHI, the purpose of which is to prohibit a “covered entity,” 
such as the System, from accessing, using or disclosing PHI unless authorized by a patient or otherwise permitted under 
HIPAA.1 NYC Health + Hospitals is a covered entity because it is a Health Care Provider.  NYC Health + Hospitals 
MetroPlus Health Plan is also a covered entity because it is a Health Plan. 

2. What is PHI? PHI is health information (excluding employee records), including demographic information, 
maintained or transmitted in any form by a covered entity, which identifies the individual; or there is a reasonable basis to 
believe the information can be used to identify the individual, and: (i) is created or received by a health care provider, health 
plan, or health care clearinghouse; and (ii) relates to the past, present, or future physical or mental health or condition of 
an individual; the provision of health care to an individual; or the past, present, or future payment for the provision of health 
care to an individual. PHI consists of any information that could be used alone or in combination with other information 
to identify a patient, and includes 18 identifiers that, when associated with a patient, or a patient’s relatives, employer 
and/or household members could be used to identify the patient.  Examples of identifiers include names, addresses 
including zip codes, Social Security Numbers, account numbers, medical record numbers, full face photos, and 
telephone numbers.2 

3. What rights are afforded to patients under HIPAA? HIPAA provides patients with the following eight rights: 
 Request limits on the use and disclosure of their  Limit the disclosure of PHI to specific family 

PHI; members or friends; 
 Request access and copies of their medical  Receive the Notice of Privacy Practices (“NPP”); 

records; and 
 Request that their medical records be amended;  Submit a complaint to NYC Health + Hospitals 
 Request a listing of all disclosures of their PHI; and/or the U.S. Department of Health and Human 
 Request that they not be listed in a patient Services regarding a HIPAA violation.3 

directory; 

4. What is a Business Associate (“BA”) and what is its obligations? A BA is a person or entity, other than a 
workforce member, that creates, receives, maintains or transmits PHI, and that performs functions or activities on 
behalf of the System, or that provides certain services to or for the System.  A BA may also be a subcontractor of a 
BA that creates, receives, maintains, or transmits PHI on behalf of such BA. Examples of BAs include a Health 
Information Exchange, an information technology service provider who has access to electronic systems, and a 
software provider that acts as an e-prescription gateway to a pharmacy, or an accountant, consultant or attorney. 
HIPAA requires that BAs enter into a contract referred to as a business associate agreement (“BAA”) to ensure the 
confidentiality and integrity of the PHI created, received, maintained or transmitted by a BA.4 

1 See Health and Human Services (“HHS”) Office for Civil Rights ("OCR") Summary of the HIPAA Privacy Rule  accessed 
at https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html on January 8, 2018. 
2 See 45 CFR §§ 160.103 and 164.514 (b)(2)(ii). 
3 See generally 45 CFR Parts 160 and 164 Subpart E.   
4 See 45 CFR §§ 160.103, ; 164.500(c), 163.504(e), 164.308(b),,  and 164.502(a)(3) – (4). 
OCC Doc. 18-10 (3/18) (Back) 
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5. What are the responsibilities of workforce members, business partners, and agents? All workforce 
members, business partners, and agents are responsible for protecting the confidentiality, privacy, and security of PHI and 
other confidential System information.  Workforce members, business partners, and agents shall not access, use, disclose 
or transmit PHI or other confidential System information in a manner that is inconsistent with Federal and State law or the 
System’s internal information governance policies or contractual requirements (e.g., BAAs and other contractual provisions 
that govern confidential information). Confidential information includes: (i) patient protected health information; (ii) the 
personally identifiable information or private information of workforce members, business partners and agents; and (iii) 
System business information that is protected under legally recognizable privileges or applicable confidentiality laws, or is 
otherwise not subject to public disclosure.   

6. Examples of Prohibited Activities.  Workforce members, business partners, and agents are prohibited from 
engaging in any activities that compromise the security or privacy of Confidental Information, including but not limited 
to the following prohibited activities: 

 Viewing or accessing information in the medical  Disclosing patient information without proper 
record for a patient not under your care. consent, authorization or as permissible under 

 Accessing one’s own medical record information. Federal or State law. 
 Viewing, accessing or copying patient  Sharing or utilizing passwords or other system 

information without a job related necessity simply access information to view or access patient 
because you may have system access. information not otherwise authorized to view or 

 Sending emails containing patient medical access. 
information or other confidential business  Photographing patients, patient related 
information outside the System without utilizing conditions, illnesses or symptoms, or patient 
secure messaging applications and/or without medical record information without authorization, 
business justification or necessity. appropriate electronic means and/or for a 

purpose not allowed by Federal or State law or 
System policies and procedures. 

7. What is a “breach” and what is required of the System?  A breach is an impermissible acquisition, access, 
use or disclosure of PHI, in a manner not permitted under HIPAA, that compromises the security or privacy of the PHI. 
An impermissible acquisition, access, use or disclosure of PHI is presumed to be a breach unless the System or one 
of its BAs can demonstrate via a risk assessment that there is a low probability that the PHI has been compromised. 
Any loss of PHI may constitute a violation of privacy and confidentiality laws and possibly a breach.  In the case of a 
breach of PHI, the System must notify all affected individuals of such breach as soon as practicable, but in any event, 
within sixty (60) calendar days of the breach.5 

8. Mandatory Reporting. All workforce members, business partners, and agents have an affirmative responsibility 
and obligation to report to the Office of Corporate Compliance (“OCC”) the commission of (or any attempt or plan to commit, 
or conspiracy to commit) any violation of patient or System privacy and confidentiality that is brought to their attention or 
that they otherwise become aware of, including the above prohibited activities.  Reports shall be made to the OCC as 
follows: 

NYC Health + Hospitals
   Office of Corporate Compliance - Corporate Privacy and Security Officer

160 Water Street, Suite 1129, New York, NY 10038 
Telephone: (646) 458-7799; Facsimile: (646) 458-5624 

E-mail: COMPLIANCE@nychhc.org 
Confidential Compliance Helpline: 1-866-HELP-HHC (1-866-435-7442) 

OneCity Health DSRIP Compliance Helpline: 1-844-805-0105 (For DSRIP-related compliance issues) 

*Note: The material provided in this document is intended to serve as a general guide. It is not intended to replace the specific language 
provided in System’s policies and procedures.  Workforce members, business partners, and agents should contact the OCC, as detailed in 
section eight (8) above, if they have any questions regarding this document, policies and procedures, or to report a potential or pending 
compliance or privacy issue or concern. 

5 See 45 CFR §§ 164.402; see also 45 CFR §§ 164.404 (a)(2) and (b). 
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CONGRATULATIONS! 

THANK YOU FOR TAKING THE TIME TO COMPLETE THIS 
COURSE. 

PLEASE ENSURE YOU COMPLETE THE POST-TEST AND 
COMPLETE THE WORKFORCE MEMBER 

ACKNOWLEDGEMENT 
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