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Abstract . Summer heat accumulation in MTA subway stations creates uncomfortable conditions for thousands of daily commuters and can negatively affect rider comfort, health, and the overall transit experience. According
to the Regional Plan Association in its report From Summer of Hell to Summer of Extreme Subway Heat (2019), temperatures on New York City subway platforms have been measured as high as 101°F during extreme
summer heat, highlighting the urgent need to better understand heat accumulation and improve station design. This research investigates heat accumulation, temperature conditions and thermal comfort
experienced by commuters at Queensboro Plaza station in New York City to identify the environmental factors contributing to excessive heat and evaluate opportunities for improving thermal comfort. The study
combined on-site observations, temperature measurements, and analyses of wind patterns, shading conditions, heat Island effects, station geometry, and construction materials to better understand the station's
environmental performance. The findings provide a foundation for developing architectural design strategies that can reduce heat buildup, improve passenger comfort, and contribute to more resilient, sustainable,
and climate-responsive transit environments.
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Vuln.erablhty exopoosur.e windows—the tlme. beFWeen CVE ID | Vendor/ Vulnerability CVS5 Dhzclosure | Patch Exposure | Real-world Conclusion
public vulnerability disclosure and the availability Product Type Date Date Window | exploitatio
of a vendor-i1ssued patch—are an important measure n This case study demonstrates that vulnerability exposure
of vendor security responsiveness. While software — confirmed windows can be used to evaluate trends 1n vendor
vendors have improved coordinated vulnerabilit CVE-20 | Progress Authentication | 9.8 Apr 30, Apr 30, | 0 davs No ¢ : p Soft duced it
. . p | Y 26-4670 | MOVEit Bypass 026 20726 (disclosed SCCUI1ly TGSPOIISIVCIIQSS. rogress. oItwarc reauccda 1ts
dl§0105Uf€, 1t remains unclear whether exposure Automation w/ patch) exposure windows from 30 days in 2024 to same-day
windows have consistently decreased over time. CVE-20 | Progress Privilege 8 8 Apr 30, Apr 30, | O days No patch availability in 2026, reflecting significant
This study uses Progress Software as a case study to 26-5174 | MOVExt Escalation 2026 202 (disclosed improvements in coordinated disclosure and patch
examine trends in vulnerability exposure window Automation — : w/ patch) management. However, the findings also show that
: . 1 CVE-20 | Progress SQL Injection | 9.8 Aug 30, Mid-Au | 14 days Yes (within : Cq :
(the interval between public disclosure and the 24-6670 | WhatsUp >024 - 2074 boure of enterprise risk 1s driven not only by vendor
availability of a vendor-issued patch). Progress Gold ) PoC responsiveness but also by organizational patching
Software, the developer of widely deployed release) delays. These results support the use of exposure-
enterprise platforms such as MOVEI1t Automation CVE-20 | Progress Path Traversal | 9.8 Apr 24, May 24, | 30 days Yes (added window analysis as a framework for evaluating vendor
and WhatsUp Gold, has been repeatedly targeted by 24-4885 EIETELF — RCE 2024 2024 EE?‘EA security practices and emphasize the importance of
. . i - . oq o
ransomware groups including Cl0p due to several exploited timely patch deployment and automated vulnerability
high-impa.ct product Vulnerabil.ities. Although prior post-patch) management.
research highlights exposure windows as a key
. g : : This table summarizes the four Progress Software vulnerabilities analyzed in this study and illustrates a
indicator of vendor security responsiveness, the . - . . .
1 fih , h clear downward trend in vulnerability exposure windows over time. The exposure window decreased from
tempora .trend of these windows has not been 30 days for CVE-2024-488)5 to 14 days for CVE-2024-6670,ultimately reaching zero days for
systematically analyzed for Progress Software both MOVEit Automation vulnerabilities disclosed in 2026.These findings demonstrate substantial
specifically. improvements in vendor responsiveness and coordinated disclosure practices. However, the exploitation of
OJ 6 LO the 2024 WhatsUp Gold vulnerabilities despite available patches highlights that organizational delays in Results/ Findings

patch deployment continue to be a significant factor in enterprise cybersecurity risk.

Although Progress Software demonstrated improved
vendor responsiveness through reduced exposure
windows and same-day patch availability, organizations
remain responsible for minimizing their own exposure
by deploying security updates promptly. Automated
patch management, continuous monitoring for

Methods

A case study approach was used to analyze four
critical Progress Software vulnerabilities
disclosed between May 2024 and April 2026:
CVE-2024-4885, CVE-2024-6670, CVE-2026-

Fecommendations Based on Analysis

Prionity Action Target indicat f ' d orioritizati f internet-
1670. and CVE-2026-5174 Data were collected il — : _ 1 indicators ot compromise, and prioritization of interne
’ . o Crifical Patch MOVE1t Automation to versions CVE-2026-4670. facinge svstems can sicnificantlv reduce the likelihood of
from the CISA Known Exploited Vulnerz.lblhtles 2025.1.5, 2025.0.9, or 2024.1 8 CVE-J0J6-5174 succegssgﬂ exploitatioi after Vu}llnerabilities are
(KEV) Catalog, Progress Software security Critical Upgrade WhatsUp Gold to version 2024 0.0 or | CVE-2024-6670.

disclosed.

advisories, the National Vulnerability Database later CVE-2024-4885

(NVD), and independent security researcher High [mplement automated patch management to All Progress Software
reports. For each vulnerability, disclosure dates, reduce exposure window products

patch release dates, CVSS scores, exposure High Monitor for indicators of compromise (audit All products
windows, and confirmed exploitation data were logs, network traffic)

collected. Exposure windows were compared Medium Review internet exposure of MOVEit and All products

WhatsUp Gold installations

across the four vulnerabilities to 1dentify trends
in vendor responsiveness over time.
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