Bachelor of Science in Cybersecurity (Starting Date: Fall 2025)

General Education Core:

Cybersecurity Major Requirements:

Cybersecurity Major Electives:

Common Core:

Computer Systems Fundamentals:

§ Select two elective courses:

ENG 1101 | English Comp 1 3 CST 1100 | Introduction to Computer Systems 3 | CST 2403 | C++ Programming Part 1 3
ENG 1121 | English Comp 2 3 CST 1101 | Probl. Solv. with Comp. Programming | 3 | CST 2405 #| Sys. Admin. Windows
T * Any Mathematical and Quantitative CST 1201 | Programming Fundamentals 3| or or L 3
Reasoning (MAT 1275 0r MAT 1275| 3 [ CST 1215 | OS Fundamentals 3| CST2415#| Sys. Admin. Linux
CO is recommended if not fulfilled) CST 2307 | Networking Fundamentals 3 | CST 3513 | OO Programming 3
Any Life and & Physical Science 3 CST 2410 | Intro. To Computer Security 3 | CST 3607 | Interconnectivity 3
Flexible Common Core: CST 2405 | Sys. Admin. Windows CST 4715 | Adv. Top. in Sys. Admin. 3
Any World Culture and lobal Issues 3 or or 3 | CST 3605 | Virtualization 3
Any US Experience and Diversity 3 CST 2415 | Sys. Admin. Linux CST 3650 | Data Structure 3
Any Creative Expression 3 Sub-Total | 21 | CST 4900 | Internship 3
Any Individual and Society 3 CET 4925 | Internet of Things 3
Any Scientific World 3 Cybersecurity Core: CET 4973 | Introduction to Al 3
Any Additional 6" course 3 CST 3507 | Advanced Single-LAN Concepts 3 | MAT 2580 | Introduction to Linear Algebra 3
College Option: CST 3520 | Computer Forensic 3 | MAT 2675 | Calculus III 4
Any Speech / Oral Communication 3 CST 3523 | Task Auto. in Sys. Administration 3 | MAT 2540 | Discrete Struct. and Algorithms II 3
Any Interdisciplinary Course 3 CST 3610 | Networking Security Fundamentals 3 | MAT 3672 | Probability and Mat. Statistics IT 4
Any Additional Liberal Arts course I 3 CST 3616 | Cryptographic Technologies 3 | MAT 4872 | Probability and Mat. Statistics III 4
Any Additional Liberal Arts course II 3 CST 4710 | Advanced Security Technologies 3 * SQub-Total 9
* Sub-Total | 42 CST 4716 | Cloud Security 3
CST 4726 | Mobile Device Security and Privacy 3 Cybersecurity Major Electives Total | 9
I Program General Education Requirements: CST 4816 | Cybersecurity and Penetration Testing | 3
MAT 1375 | Precalculus 4 Sub-Total | 27
MAT 1475 | Calculus I 4
MAT 1575 | Calculus II 4 CST 4916 | Capstone Course 2
MAT 2440 | Discrete Struct. and Algorithms I 3 Sub-Total | 2
MAT 2572 | Probability and Mat. Statistics I 4
Sub-Total 19
General Education Core Total 61 Cybersecurity Major Requirements Total | 50

BS in Cybersecurity Total Credits: 120

+ It is recommended that a student take MAT 1275 or MAT 1275 CO, College Algebra and Trigonometry, as the core elective for Mathematical and Quantitative Reasoning if
MAT 1275, or its equivalent, has not been fulfilled by the student.

* Some courses in the General Education Common Core and Cybersecurity Major Electives categories award more than 3 credits. If a student completes a course that awards more
than 3 credits, the student will have more than 120 credits upon fulfilling all degree requirements.

+ If a student takes a double-duty course (e.g., a course that fulfills both a Common Core and a Program General Education Requirement), the student must take another elective
from one of the groups of courses to which the double-duty course belongs to meet the 120-credit requirement.

# A student can register for CST 2405 or CST 2415 only if the course was not previously taken as part of the requirements of Computer Systems Fundamentals.

§ Students must select courses from the BS in Cybersecurity Major Electives list, ensuring that the selected courses total at least nine credits.




Bachelor of Science in Cybersecurity: List of Courses and their Prerequisites

Course | Cr. | Name Prerequisite
Program General Education Requirements (19 Credits)
MAT 1375 4 | Precalculus MAT 1275 or MAT 1275CO OR Meet the Math Placement for MAT 1375
MAT 1475 4 | Calculus1 MAT 1375 OR Meet the Math Placement for MAT 1475
MAT 1575 4 | Calculus II MAT 1475
MAT 2440 3 | Discrete Structures and Algorithms | MAT 1375 or higher and one of: CST 1201 or CST 2403 or MAT 1630
MAT 2572 4 | Probability and Mathematical Statistics I MAT 1575
Computer Systems Fundamentals (21 Credits)
CST 1100 3 | Introduction to Computer Systems CUNY Proficiency
CST 1101 3 | Problem Solving with Computer Programming CUNY Proficiency
CST 1201 3 | Programming Fundamentals CST 1100 and CST 1101
CST 1215 3 | Operating Systems Fundamentals CST 1100
CST 2307 3 | Networking Fundamentals CST 1215
CST 2410 3 | Introduction to Computer Security CST 2307 as co-requisite / prerequisite
CST 2405 3 | System Administration Windows CST 2307
CST 2415 3 | System Administration Linux CST 2307
Cybersecurity Core (27 Credits)
CST 3507 3 | Advanced Single LAN Concepts CST 2307
CST 3520 3 | Computer Forensic CST 2410
CST 3523 3 | Task Automation in System Administration CST 2405 and CST 2415
CST 3610 3 | Networking Security Fundamentals CST 2410
CST 3616 3 | Cryptography Technologies CST 2410 and MAT 2440
CST 4710 3 | Advanced Security Technologies CST 3507 and CST 3610
CST 4716 3 | Cloud Security CST 2410
CST 4726 3 | Mobile Device Security and Privacy CST 3507 and CST 3610
CST 4816 3 | Cybersecurity and Penetration Testing CST 3610
Capstone Project (2 Credits)
CST 4916 | 2 | Capstone Course | Two CST 3500, One 3600 Level, Dept permission.
Cybersecurity Major Electives (6-8 Credits)
CST 2403 3 | C++ Programming Part 1 CST 1101
CST 3513 3 | Object-Oriented Programming CST 1201
CST 3605 3 | Virtualization CST 3507 and (CST 2405 or CST 2415)
CST 3607 3 | Interconnectivity CST 3507
CST 4715 3 | Advanced Topics in System Administration CST 3523 and CST 3607 and CST 3610
CST 4900 3 | Internship Two 35xx and a 36xx and department’s permission
CST 3650 3 | Data Structure CST 3503 or CST 3513
CET 4925 3 | Internet of Things CET 4711 or CET Department Permission
CET 4973 3 | Introduction to Artificial Intelligence CET 4711 or CET Department Permission
MAT 2540 3 | Discrete Structure and Algorithms 2 CST 2440
MAT 2580 3 | Introduction to Linear Algebra MAT 1575
MAT 2675 4 Calculus 111 MAT 1575
MAT 3672 4 | Probability and Mathematical Statistics 11 MAT 2675 and MAT 2572
MAT 4872 4 | Probability and Mathematical Statistics 11 MAT 3672




